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Abstract:

This study focused on the Russian-American competition for cyber dominance and
its impact on global security in the period extending from 2016 to 2024, with the
aim of researching the strategies of Russia and the United States of America in their
competition for cyber hegemony and its impact on global security.

After the Cold War and the radical change that occurred in all fields as a result of
digital technological development, the world entered a new phase and the beginning
of the Fourth Industrial Revolution with the integration of Artificial Intelligence and
the Internet of Things. Cyberspace has emerged as a fifth field with the other four
fields and a new battlefield has emerged for competition between the major powers
over this space. As the intensity of competition between Russia and the United States
increased as each of them sought to impose its domination as a new form of the Cold
War by maximizing its cyber power and capabilities with the aim of increasing stra-
tegic capabilities by adopting a defensive and offensive strategy, especially, since
this space will become a theatre for future conflicts and wars, their awareness of the
importance of controlling information and using technology, especially, in with the
acceleration nature in which this space is developing, and any cyber system becomes
hackable. The increasing cyber competition between them emphasize a shade over



the global security, poses a threat, and threatens with terrible and long-term conse-
quences on various military, economic, political and social dimensions. The nature
of the topic necessitated reliance on the descriptive, analytical approaches.

Keywords: Cyber competition, Cyber hegemony, Russia, USA, global security.
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.GAFAM: Google, Amazon, Facebook, Apple, Microsoft*
.GAMAM: Google, Amazon, Meta, Apple, Microsoft*
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